Welcome to UXPA September Event!

Designing for Privacy

Become an UXPA CLE Member!
Benefits:
Free Attendance to regular UXPA CLE events (an $80 value)
The cost of membership quickly pays for itself
with just the free meeting attendance benefit!
Reduced attendance rates at special UXPA CLE events
Access to UXPA CLE membership directory
Networking opportunities with other UXPA CLE members

Pricing:

Professional Membership -- $45 / year
Student Membership -- $30 / year
(you must submit a photocopy of a valid student ID)

Please contact an UXPA CLE Officer if you have any questions!

Job Board:
If your company wants to post an open position,
please email or fill out the form on the following page:
info@uxpacleveland.org
http://uxpacleveland.org/submit-job-listing

Job Board:
Director of Web Design and Development
Case Western Reserve University
Position Description:

As Director of Web Design and Development, you will set the tone and standards
for all that we do online. You'll have a staff of your own, and also engage with
schools and other units across the campus to advance knowledge and understanding of
best practices in presentation, content and user experience. Yes, you'll need to have
essential technological skills expertise in HTML 5, PHP, CSS and the like, but just as
important is your ability to convey your ideas to others in an effective, convincing way.
Collaboration also is key; we seek someone who enjoys people, wants to hear from
others and revels in the rich exchange of creative concepts.
See More details on the UXPA Job Board page.

Job Board:
Manager of UX, Research & Strategy.
Precision Dialogue
Position Description:
Manage, foster and grow assigned research and user experience accounts, including providing
strategic guidance and working with project teams to exceed expectations through effectively
delivering customer experience projects.
See More details on the UXPA Job Board page.

Job Board:
Front end developer (part time)
thunder::tech
Position Description:
thunder::tech is seeking a part-time front end developer to join its Development Department.
This position primarily involves writing the code that results in user interfaces for websites.
Typically, this code is handed off to server-side developers who write the code that integrates
content and data. While most of the time, designs and strategies are devised before
development begins, the design can be a collaborative process, so a level of comfort with both
user experience strategy and visual graphic design is preferred. You’d be joining a team of
people passionate about the quality of their work, excited about innovating new ways of
building websites, and happy to share their knowledge about solutions and best practices.
See More details on the UXPA Job Board page.

Job Board:
Sr. User Experience Architect
Rockwell Automation
Position Description:
Works closely with software project teams applying best-practice user-centered design and
usability engineering techniques to new desktop, web and mobile product designs and existing
software products.
Works to understand how customers use the product, and then uses that knowledge to drive
improvements in the product. Also able to learn and understand complex control system
concepts.
Develops and maintains mockups, wireframes, scenarios, prototypes, navigation maps and
other design artifacts.
Defines innovative user interfaces and interaction styles which result in improved user
productivity and deliver business value.
See More details on the UXPA Job Board page.

Job Board:
Sr. Usability Analyst
Rockwell Automation
Position Description:
Applies full range of usability evaluation methods to new product designs and existing
products.
Mentors and leads product development teams in the use of usability techniques.
Helps develop and track metrics related to the usability of individual products and the suite,
impact on end-user productivity and satisfaction and productivity of the User Experience
Design Team.
Works closely with software project teams applying best-practice user-centered design and
usability engineering techniques to new desktop, web and mobile product designs and existing
software products.
See More details on the UXPA Job Board page.

Upcoming Events
October:
Thursday, Oct. 22 — Progressive Insurance
Tangent of Mobile Usability by Jeff Janis
November:
Thursday, November 12 — 8:30 AM - 5:00 PM
World Usability Day 2015 at Cleveland Zoo
Sign up for early bird pricing now!

Tonight’s Speakers:
Shawn Kenny
Shawn Kenney is an HFI Certified Usability Analyst and User Experience Architect
with IBM Security, focusing on the company’s Managed Security Service products.
Through his work in designing for the security space, he has also taken an
additional interest in the challenges of privacy from a design perspective and where
security and privacy bump into each other.
Brian Anderson
Brian Anderson is a user experience architect that has designed products and
services for the information security industry for almost 10 years. He holds several
patents related to security technologies and has also spoken at industry
conferences on security, privacy, and trust. Currently he is working in the cable
industry, improving the user experience for Cox Communications customers.
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“Simple” Question…
How does security relate to privacy, trust & general HF design?
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Good Question!
It’s something we had recently started thinking about, and didn’t
have an answer for.

What is Privacy?
“Broadly speaking, privacy is the right to be left alone, or
freedom from interference or intrusion.

What is Privacy?
“Broadly speaking, privacy is the right to be left alone, or
freedom from interference or intrusion.
“Information privacy is the right to have some control over how
your personal information is collected and used.”
-privacyassociation.org

When we Think Privacy…
What do we think of? Maybe it’s…

Privacy
Policies?
The legal statement
companies hold themselves
to when gaining access to
our personal information
and their intentions with it

Data
Encryption?
The technical protection at
the data level that prevents
unauthorized individuals
from deciphering our
personal information

Network/Asset
Protection?
The physical hardware or
software that protects
companies and ourselves
keeping intruders from
gaining access to our
information

Personal
Accountability?
The right for myself as an
individual to decide who
gets access to my
information and how they
may use it.

Is someone
watching me?
Will decisions I make be
tracked, and used in ways
that hurt me, or make me
uncomfortable?
If you were an Ashley
Madison customer, you’ve
probably had a rough
couple of months.

When we Think about Privacy…
We think about all of these things. How we think about privacy
at any given moment depends on the individual and their
circumstance.

In privacy, you are only as
strong as your weakest link.

In privacy, you are only as
strong as your weakest link.

What is the weakest link in privacy?

In privacy, you are only as
strong as your weakest link.

What is the weakest link in privacy?
We are (human beings)

Case Study | DirecTV
Supports a self service model for users to sign up for service online
E-mail address and zip code is all that is required to begin the process
NO effort is made to validate the legitimacy of the e-mail address
Once account is created, account information is sent to the e-mail address
on file (subscriber name, account number)
Online account access created separately, with the information available
in the e-mail sent to the address on file.
If the user entered in an e-mail address that isn’t theirs, their information is
potentially exposed including the ability to use their service for free or
modify their subscription.

It Takes Just 4 Pieces of Data
A group of M.I.T. grad students analyzed 3 months worth of
“anonymized” credit card data from 1.1 million people used at
over 10,000 stores.
The dataset contained the date of each transaction, amount
charged and name of the store.
The uniqueness of the records, combined with publicly available
social media content allowed the researchers to reidentify 90% of
the records by the persons name.
- “With a Few Bits of Data, Researchers Identify ‘Anonymous’ People” New York Times

Case Study | UPack
UPack allows visitors to get free quotes for moving personal belongings
using a shipping crate.
Their website takes your user information including e-mail address, current
and future street addresses along with a timeframe for your move.
NO effort is made to validate the legitimacy of the e-mail address.
Once a quote is created, an e-mail is sent with a reservation id for the user
to view the quote.
If access to the e-mail account is available, no login is required to get
access to personal information. All one needs is the reservation id to gain
access to the users details related to their move.
And at the bottom of the quick quote widget, the site claims to “protect your
privacy”

Survey | My Friends and Privacy
I conducted an informal, ad-hoc, non-scientific, unpublished, non-peer
reviewed survey of Facebook friends.
Q: Would you consider it a privacy breach if your name, address, phone
number and account information was published to an unaffiliated third
party by a company or service you utilized?
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Q: Same question, but this time it was due to your using the wrong e-mail
address (either deliberately or accidentally).

Survey | My Friends and Privacy
I conducted an informal, ad-hoc, non-scientific, unpublished, non peer
reviewed survey of Facebook friends.
Q: Would you consider it a privacy breach if your name, address, phone
number and account information was published to an unaffiliated third
party by a company or service you utilized?
A: 100% Yes.
Q: Same question, but this time it was due to your using the wrong e-mail
address (either deliberately or accidentally).
A: 100% their own fault, would not consider it a privacy breach even if the
wrong e-mail address was put in by accident (and interestingly, I only had
a quarter of the response rate as the first question).

What is the problem here?
Personal responsibility over ones privacy is fine. However, the
user is still vulnerable to having their privacy compromised even if
they unknowingly contributed to the breach.
While this may or may not be an issue for the company involved
from a legal perspective, allowing this as a designer would violate
the usability heuristics of error prevention and helping users
recognize, diagnose, and recover from errors.
- “10 Usability Heuristics”, Nielsen Norman Group

Why would people use the wrong
e-mail account?
1. They fat finger it — it happens!
2. They are too lazy to type in their actual account or they don’t
feel an e-mail account should be necessary for the service (ex:
Redbox).
3. They actually want privacy. They may not want to be contacted
or spammed, and may “make up” and address or use a service
that provides a temporary, time bombed e-mail address that
can’t be traced back to them (examples: mailinator,
fakemailgenerator.com)

So it’s simple, let’s validate users
unique identifiers.
So what’s next? Does verification of customer id’s or e-mail
addresses go far enough?

Ethical Design
So as a business we want to do something with your personal
data, but should we? How ethical should we be? As designers
are we the ethics police in our organizations?

Data About Us is Everywhere
Smart phones, the internet of things, wearable technology, even
the increasing smartness of our homes has the potential to
contribute to mountains of data about us.

Data About Us is Everywhere
As much as 90% of all data generated by devices such as
smartphones, tablets, connected vehicles and appliances is never
analyzed and acted upon.
More than 10 billion wirelessly connected devices today. Over 30
billion expected by 2020.
Some plugin hybrid vehicles generate 25GB of data in just 1 hour.
By 2020, 4x as many pieces of data than grains of sand on earth!
- “The rise of Machine Data, are you Prepared?”, IBM

Data is a Natural Resource
So, what can we do with all of this data?

Case Study | Home Healthcare
Home wired to monitor an elderly woman who lived alone by her son.
Movements were tracked, and deviations in behavior were raised to her
son. He could then visit his mother to make sure she was fine.
Was the woman worried about her privacy being invaded? As it turns
out, no:
“I felt more connected to my son.” “I felt like he was with me.” “If
something changed he would call to see how I was doing”
But, she still wanted to keep certain information from her son, such as
when her significant other was over.
- Beth Mynatt, Georgia Tech

Case Study | Online Marketing
Smartphone users were interviewed on their reactions to smartphone
marketing techniques.
“1. Privacy concern- Concern about misuse of personal data 2. Concern
around hacking of persona credit card data 3. Concern
information could be used to increase prices or disallow frequently used
coupons”
“when I enter a store. It scares me that I could easily be a victim of
identity/information theft.”
“I'm torn - when it first starting knowing where I was going it or where I
was at, it creeped me out. But I'm coming around to the convenience of
getting coupons or helpful information.”
- We'll Be Watching You: The Utility and Intrusiveness of Mobile Shopping Apps, Reshma Kapadia, U
of Minnesota

Case Study | Target
Target sends coupons to a Minnesota teenage girl based on her
shopping habits and similarities to other shoppers.
Those coupons begin to reflect the needs of a pregnant woman.
Father of girl gets ahold of coupons is oﬀended that they would send
coupons geared towards an expectant mother.
Father complains to Target, then learns his daughter is actually pregnant.
- “How Target Figured Out A Teen Girl Was Pregnant Before Her Father Did”, Forbes 2012

Developers Build Because they
Can
Designers (should be) designing for need. The iPhone is not
creepy. Google glass is. But why?
1. Google glass looks creepy
2. It takes the power out of our hands and puts it into the wearers
- Is it on?
- Is it pointed at me?
- Is it recording me?
- Has it been recording me this whole time?
- “Why Google Glass is Creepy”, American Scientific

People don’t like to be followed
As of 2013, 75% of web users noticed that ads were retargeting
them as they moved between websites.
“How concerned are you that retailers can show you ads for their
products after you have visited their websites?”
Very concerned — 18.87%
Somewhat concerned — 34.80%
Neither concerned, nor unconcerned — 29.41%
Somewhat unconcerned — 6.86%
Very unconcerned — 10.05%
- “3 Out Of 4 Consumers Now Notice Retargeted Ads”, Marketing Land

Should we be collecting data?
Users today understand there are situations where they may want
data to be collected, such as our connected home case study.
Apps like Nike+ collects geolocation data to track running
performance. This is identifiable data that has a benefit to the user
when mined.
The problem is when data that is collected doesn’t match the
users expectation of what should be collected. Using the data in a
way that the user would not expect may make them
uncomfortable, such as knowing when we need to buy milk or
directly impacting our personal relationships such as when Target
knew a shopper was pregnant.

A Geolocating Flashlight App
When asked in a Carnegie Mellon survey, 95% of respondents
were surprised that Brightest Flashlight (iPhone app) gathered
geolocation data, but “almost no one” was surprised that Google
Maps tracked personal location.
Q: Why do you think they would need that data?
- “A Shock in the Dark: Flashlight App Tracks Your Location”, New York Times

A Geolocating Flashlight App
Users often will invent reasonable explanations for conditions that
initially appear to them to be unreasonable, such as a flashlight or
dictionary app that requests location data. This idea is wrapped
up in a concept called “privacy calculus”.
Alfred Kobsa
http://www.ics.uci.edu/~kobsa/kobsa-publi.htm

Make Trust a Primary Design
Decision
The key is putting the users trust in the forefront of the design
decision making process, understand your users expectations to
what data you need, and understand what is important to them in
terms of protecting their privacy.

How Do We Build Trust?
Who do we trust with our privacy? In line with my impromptu
Facebook survey, 76% of survey respondents in a 2013 TRUSTe
survey say themselves.
Social networks like Facebook and twitter received just 1% of the
vote.
- “US Web Users Concerned About Privacy, but Hold Themselves Accountable”, eMarketer

Privacy on Facebook
Facebook has a “bewildering tangle of (privacy) options.
At the time Facebook had over 170 checkboxes to manage
privacy.
- “Facebook: a bewildering tangle of options”, New York Times, May 2010

As of August 2015, this has been reduced, but many options have
since been embedded inline with the workflow.
Surveys have historically shown people don't know how to
manage these settings in Facebook.

Mental Model of Privacy?
Traditionally settings are given to users in bulk all at once, and not
when the actual decision needs to be made.
Many users don’t have mental model of your system (and may
never) to where they can make good decisions on how they want
to control privacy of their data. When the decision is provided in
context, they have a better chance of making a reasonable
decision.

Understanding Technology
Users understanding of technology will always be catching up to
the state of technology. Examples include…
Individuals who believe RFID chips use satellites.
-

“Reflecting on the Invisible: Understanding End-User Perceptions of Ubiquitous Computing” Erika Poole,
et al. Georgia Tech

People that don't understand that turning up their thermostat to a
higher temperature doesn't actually heat their home faster.
- “Two Theories of Home Heat Control”, Willett Kempton

People who think that hybrid cars don’t use gas.
- A previous coworker of mine

Long Term Risks
People are not great rational decision makers. They have trouble
weighing long term risk over short term benefit.
Privacy can be seen as a both a negative and a positive right.
When it’s a negative, it’s something I don't want people to know
about me. This view conflicts with decisions made in the name of
short term benefit.
-“Temporal Myopia: Making Bad Long-term Decisions”, Psychology Today

Privacy Policies are Confusing
75% of consumers think as long as a site has a privacy policy it
means it won't share data with third parties.
- “Do Consumers Care about Privacy Policies?” AdvertsingAge

Over half of Americans surveyed couldn’t identify that a privacy
policy is a legal statement that outlines what a company will do with
their data.
-

“Half of online Americans don’t know what a privacy policy is”, Pew Research

They often don’t address users concerns, often require a college
education to read them, and if misplaced in the UI will never be
found by the user.
- “Timing Is Everything? The Effects of Timing and Placement of Online Privacy Indicators”, Serge Egelman/
Carnegie Mellon

Users Aren’t Lawyers
Privacy policies are written as legal documents, but individuals
think diﬀerently about their privacy.
People have a hard time remembering what data is collected
about them when asked.
How will they understand what “informed consent” is when it's
wrapped up in legalize?
Is there a diﬀerence between something being “uniquely
identifiable” and “personally identifiable”? Does that cause
confusion with the user in understanding what is identifiable?

Users Aren’t Lawyers (Cont.)
Users have poor comprehension of privacy policies, and may not
understand the potential risks to their own privacy when agreeing
to the usage of their data.
- “Knowing more about privacy makes users share less with Facebook and Google”, siegel + gale

Users think in terms of what their expectations are of what can be
done with their data, under estimated it’s value, and don’t
understand what can be done with the data.
-“The most common security mistakes these 27 cyber security experts wish you’d stop doing”, Ilya
Kolmanovich, IBM Security

Reading a privacy policy is diﬃcult. The average length of a
privacy policy is 2,500 words.
- “Footprints Near the Surf: Individual Privacy Decisions in Online Contexts" - Carnegie Mellon University

Trust Requires Transparency
Trust needs to be part of the culture, not just a UX goal.
Is our brand a trusted brand? If not, this needs to be fixed.
Customers believe traditional brands will protect their privacy more
than others.
- “Consumer Privacy Attitudes and Behaviors Survey”, Privacy Leadership Initiative

Is trust in our brand a top down mandate? If not, it needs to be.
Everyone in the company needs to buy into this. Be sure other
departments are not undermining the trust being built by UX.
Professionally design UI's matter in trust. If it looks unprofessional,
it's assumed that the brand behind it is unprofessional.
- Stanford University, 2002

Obstacles to Building Trust
Users trust themselves more than others with their own privacy.
If users don’t understand the technology they are using, they won’t
be able to fully understand the technologies privacy implications.
We require them to agree to privacy policy even before we get
them into the site / application. How can I be sure that there is
something of value before I commit to this relationship?
Intentions with users personal data is wrapped in legal documents.
It’s only after there is an issue that they are made aware of what
they have agreed to.

Who Drives a Company’s Policy?
(Privacy policies) are filled with jargon that is meant to be
understandable only to the people (lawyers) writing them, or to
people who work in the advertising industry.
- “Half of online Americans don’t know what a privacy policy is”, Pew Research

Privacy policies may just be a “check the box” feature companies
feel they have to have (free online privacy policy generators).
They may be written to protect their interests, not their users.
How many companies are writing policies from the perspective of
the customer/user?

Testing your Design is Difficult
How do you perform validation on a design and it's potential for a
privacy risk? You may need to recreate an actual risk in order to
test it.
How do we protect a user when their device is shared with a friend
or family member, who may not be aware of the privacy risk and
expose the owner of a device or subscriber of a service through
their actions?
How do you maintain context without using identifying
information? Data without the context around it is not very useful.

Making it Happen Even More So
How do you prioritize the importance of designing for privacy
when there may be internal business opinions or goals that conflict
with that?
How do you convince the company a design decision is important
when a lawyer, marketing partner or a finance oﬃcer says it isn’t?

How Can we Design for This?
No single all-encompassing solution. Assuming all the
architectural gates are in place to protect data…

1. Validate Your Users Up Front
Do your best to make sure
they at least own their own
unique identifier (e-mail
address, customer ID).
Don’t permit access to your
services until it has been
confirmed.

Twitter will ask users to confirm their account before it becomes
active, and gives the owner of the e-mail address the chance to
close the account.

2. Only Disclose the Bare Minimum
Even to the intended user.
Should a users personal
security become breached, or
should they unintentionally
breach their own personal
security, don’t compound the
problem by exposing to them
information they should already
know even as a courtesy,
especially if it can be used
against them later on.

3. Be Real about Users Data
Understand the data you wish to collect about your users, and the
data they would expect to be collected about themselves. Identify
potential gaps in expectations. Revealing that you have more
information about them then they would expect to will introduce a
level of creepiness to the relationship.

4. Make Sure Text is Easy to Read
Present privacy text to the
user in manner that is
straight forward, and easy to
consume. Link the human
readable privacy text link to
the full legal privacy
statement for additional
clarity and transparency.
Facebook’s Data Policy
site breaks down how they use data into manageable, easy to
read sections and also helps to define terms that may have a
legal definition that users are not familiar with.

5. Simplify Settings for Users
Create default privacy settings that
match identified expectations.
Provide settings for those items outside
of the expectations along with
explanations why having the user enable
them would be useful to the service
provider.
Prompt the user in real time, and in
context to change a setting when they
are accessing a feature their privacy
settings don’t allow for. Don’t ask for a
lot of personal data up front if they won’t
benefit from it right away.

6. Simplify Access to Settings
Allow users to review
their privacy settings in
a clear, concise manner.
Don’t throw a bunch of
UI controls at them.
Position the settings in a
way that matches the
users mental model of
how they think their data
can be used.
Google’s new “My Account” Tool gives users access to their data
across a wide range of google features and user settings.

7. Be Transparent about Value
Be open and honest about internal
benefits to using their information.
If the collection doesn't have a real
time benefit, but long term will
improve the quality of service let
them know.

8. Disclose Impact to Service
Disclose the impact a privacy
decision may have on their user
experience.
Will a feature stop working?
Will the whole application/service
stop working?
Can you provide a more basic, but
functional experience to the user if
they make a service change?

Trust Famework Checklist
The Online Trust Alliance recently published a draft proposal for an
Internet of Things trust framework consisting of 23 primary
recommendations, and 12 additional recommendations
organizations can use for connected home and wearable
products. Of those, a few key UX related recommendations
include…

Trust Famework Checklist
•
•
•
•

The privacy policy display must be optimized for the user
interface to maximize readability
Default passwords must be prompted to be reset or changed on
first use or uniquely generated
Manufacturers must provide secure recovery mechanisms for
passwords (multi-factor verification, lock out functionality)
Manufacturers should optimize the device interface and usability
for users with vision, hearing and mobility limitations to
maximize use and access for users of all ages and physical
capabilities.

- “IoT Trust Framework - Discussion Draft”, Online Trust Alliance

A final question…
Does anyone have examples where bad
design has personally impacted your privacy
or trust with a company?

Thank You
Questions?

